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Shoulder surfing attacks (SSAs) are a type of observation attack designed to illicitly gather sensitive data from “over the
shoulder” of victims. This attack can be directed at mobile devices, desktop screens, Personal Identification Number (PIN)
pads at an Automated Teller Machine (ATM), or written text. Existing solutions are generally focused on authentication
techniques (e.g., logins) and are limited to specific attack scenarios (e.g., mobile devices or PIN Pads). We present ShouldAR,
a mobile and usable system to detect SSAs using multimodal eye gaze information (i.e., from both the potential attacker
and victim). ShouldAR uses an augmented reality headset as a platform to incorporate user eye gaze tracking, rear-facing
image collection and eye gaze analysis, and user notification of potential attacks. In a 24-participant study, we show that the
prototype is capable of detecting 87.28% of SSAs against both physical and digital targets, a two-fold improvement on the
baseline solution using a rear-facing mirror, a widely used solution to the SSA problem. The ShouldAR approach provides an
AR-based, active SSA defense that applies to both digital and physical information entry in sensitive environments.
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1 Introduction

Shoulder surfing attacks (SSAs) are a type of observation attack designed to gather sensitive information (e.g.,
passwords, social security numbers, or home addresses) from the victim by directly observing this information
without the victim’s knowledge. This is generally done “over the shoulder” of the victim in a way that does not
allow the victim to notice this attack, as illustrated in Fig. 1. Published work on this topic is plentiful, with 8,420+
works related to “shoulder surfing” listed on a recent (February 2024) Google Scholar search [28], including 3600
being published since 2017 [24].

The vast majority of research on SSAs has focused on reducing SSAs during authentication (e.g., while entering
passwords) through advanced authentication schemes or other obfuscation methods, with 70 of the 92 works
published in the last year focused on improved authentication schemes [53]. These works require biometrics,
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(a) SSA on a laptop (b) SSA on written text

Fig. 1. An illustration of two scenarios of SSAs: the attacker is attempting to observe (a) sensitive information on a victim’s

laptop and (b) the written information of the victim. Images were generated using Microsoft Designer [49].

graphical passwords, or other advanced input mechanisms to prevent an attacker from seeing sensitive authentica-
tion information. These solutions have also been shown to introduce extra time and effort for authentication [23].
Other solutions obscure the attacker’s view of the sensitive information [68]. We refer to these solutions as passive
solutions, as none of these works give the victim an indication that an attack is in progress. Not only do these
solutions provide little protection for other information (e.g., their written addresses, bank account information,
video chats, and texts), but they also offer no protection after the user has completed the authentication.

Active solutions detect and alert the user to a potential SSA in real time. This allows the user to react and reduce
or remove the threat. The most recent active solution is nearly two years old and is limited to mobile devices [10].
Of the remaining three known active solutions, two are designed only for mobile devices, and the other is a
convex mirror normally attached to ATMs [4, 51, 62]. The small number and limited scope of existing solutions
show that more research into these solutions could be fruitful in improving existing anti-SSA techniques.
While both types of solutions differ in their protection methods, passive and active solutions are currently

limited to a specific type of protection domain. These solutions work for either mobile devices, Personal Identifi-
cation Number (PIN) entry pads at an Automated Teller Machine (ATM), desktop/laptop computers, or other
devices, and one solution does not protect users across multiple domains. This limits each solution’s real-world
feasibility and makes them less usable.

In this work, we define usable in two parts: the ability of the solution to protect the individual user in a wide
variety of scenarios, and the solution’s minimal negative impact on the user’s completion of the potentially SSA-
vulnerable task. To highlight the lack of usable solutions to SSAs, we offer a simple observation. Throughout daily
life, especially since the advent of mobile devices, people worldwide are often asked to write and type sensitive
information regularly. It is easy to imagine a person being asked to write an address or personal information
on a government form and log into a bank account/ATM on the same day. As of the time of writing this paper,
no existing solution could protect individuals from SSAs during all of these activities as they occur in different
environments and scenarios. Additionally, most existing solutions are designed to only protect information
during authentication, such as during PIN or password input, and add extra time and effort to this process.
To create a unified solution to these different attack scenarios, we must understand the basic components of

any SSA. With few exceptions, these attacks involve a victim using their eyes while entering or writing sensitive
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information and an attacker using their eyes to observe it. Exceptions, such as electronic surveillance, exist but
are generally not as prominent [6, 7, 11, 24, 35]. Using this understanding, we can imagine a solution that uses
multimodal eye tracking (i.e., from both the attacker and victim) as a universal method to detect and warn of
SSAs. Eye gaze from the user can be used to identify the user’s focus and can also be used to determine when the
user is concentrating and vulnerable to SSAs. Tracking the eyes of persons to the user’s rear can identify when
these persons are looking over the shoulder of the user. Head-mounted eye-tracking devices provide the ability
to track the eyes of the device user to monitor their focus through information such as eye fixations [44, 50].
Finally, with the addition of a modular rear-facing camera and readily available facial and eye landmark detection
methods, we can analyze the potential attacker’s gaze direction.

Such a solution also needs to notify the user of a detected attack. To address a potential attack, the device user
must know generally where the attack is occurring to protect themselves. If the user does not know this, moving
or adjusting the position of their sensitive information may not have the desired effect. Head-mounted devices,
such as augmented reality (AR) headsets, discreetly provide this capability, only visible to the user. A recent
article from the National Institute of Standards and Technology (NIST) recommended AR to “help preserve data
confidentiality while displaying sensitive information compared to handheld or desktop displays” [26]. While the
article directly refers to rendering information so only the user can see it, we imagine leveraging the suite of
sensors integrated within AR devices as a means to achieve data confidentiality that is applicable within physical
mediums. Currently, AR headsets are not as ubiquitous as other devices, like mobile phones, but are expected
to become more and more common as they become lighter and less obtrusive [43, 46]. For example, the Apple
Vision Pro is pitched as a daily productivity tool to replace or enhance a traditional office computing setup. Sales
of the Vision Pro are expected to exceed 400,000 units in 2024 and signals an increase in consumer adoption of
AR headsets [9, 29].

AR headsets are an ideal platform for our design, as these devices often contain eye tracking, provide a method
to alert the user through the device’s display, and are mobile [67]. For these reasons, we will adopt head-mounted
AR to harness user eye gaze, collect rear-facing camera frames (with an added off-the-shelf camera), and discreetly
notify the user of an attack. Light-weight AR headsets can be worn in various tasks and environments, including
common SSA attack scenarios (typing, writing, using an ATM, etc.) [43]. We adopt AR headsets with a suite of
data sensors for our ideal system design, though not all smartglasses fit the currently proposed design.
We summarize the contributions of this paper as follows:

• We present our design called ShouldAR, a mobile and usable system designed to protect users from SSAs.
Using an off-the-shelf camera and microcontroller, and an AR headset, we leverage multimodal eye tracking
(i.e., eye gaze information from both the user and attacker) to alert the device user to potential shoulder
surfing threats in both typing and writing scenarios.

• Through a user study with 24 participants, we evaluate the effectiveness of this system, the effect of the system
on comfort in SSA-vulnerable situations, and the perceived usability. Our solution successfully detected an
SSA in 87.28% of tests across both typing and writing tasks, a more than two-fold increase in protection over
the baseline solution using a rear-facing mirror, a widely used solution to the SSA problem.

• Our system improves perceived participant comfort in various representative scenarios and was considered
more usable than a baseline solution.

2 Related Work

We begin with a brief review of existing work on the topic of SSA. While not exhaustive, we believe that the
review is representative of the state-of-the-art. We divide this section into three parts: a discussion about the
background of SSA, a review of passive solutions (which do not indicate ongoing attacks on the victim), and
active solutions (which do).
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2.1 Shoulder Surfing Attacks

A shoulder surfing attack (SSA) is a type of observation attack designed to gather sensitive information about the
victim, such as authentication information or personally identifiable data. This attack occurs in public situations
(e.g., public transportation or an office building) [36]. While most reported attacks are against mobile device
users, attacks can be directed at various targets. SSAs can be on mobile electronic devices (e.g., cell phones), PIN
entry pads at an ATM [11], or sensitive written information like Social Security Numbers or home addresses [59].
These attacks allow the attacker to obtain sensitive information that can provide insight into the victim’s hobbies,
relationships, sexual preferences, finances, and login data [24]. Fig. 1 gives an illustration of two of these attack
scenarios. These attacks are generally not noticed by the victim, with only 7% of attacks noticed in a controlled
study involving attacks on mobile devices [24]. While this shows that SSAs are generally unnoticed, 90.2% of
participants in a survey studying SSAs reported that they would feel “anger, unease, pressure, and embarrassment”
upon noticing an SSA directed at their information [24].
While simply observing sensitive information over the shoulder of a person is not new, the vast majority of

research on SSAs had been published since the announcement of the original iPhone in 2007 [24]. Given the
focus on mobile devices, existing techniques to address SSAs generally focus on protecting the users of mobile
phones, although some solutions do exist to protect other attack surfaces, like ATM PIN pads. For example, local
regulations in some U.S. states require the installation of a small fisheye convex mirror to allow rear-facing views
when entering PINs and retrieving cash [41]. We divide existing solutions into two categories: passive and active
mitigation techniques. Simply put, passive techniques rely on obfuscating or complicating the shoulder-surfing
attacker’s attempt to collect the victim’s sensitive data, not detecting the attack while it is in progress. Active
techniques seek to identify the attacker in real-time and alert the victim, giving them a chance to intervene, move,
or otherwise address the situation. Passive techniques prevent attacks, while active techniques detect the attack
as it happens.

2.2 Passive Solutions

Passive techniques are those that do not seek to identify the attacker or react to the attack; they merely seek to
make the chances of the attacker’s success lower. Existing passive SSA solutions can be divided into five categories,
based on the methods used to defeat the potential attacker. (1) Eye-gaze-based techniques let users use their eye
gaze to enter sensitive information, such as on a PIN pad [22] or on a keyboard [37] and make the information
more difficult to observe. Additional eye-gaze-based techniques use “eye gestures” or specific eye movements
for authentication or data entry. (2) PIN-based methods create PIN entry schemes designed to make it difficult
for the attacker to observe, record, or guess the PIN [12, 21, 38, 57, 61]. These techniques seek to reduce attack
success by altering the PIN entry format and complicating the attacker’s ability to observe. (3) Pattern, location,
or graphic-based techniques seek to remove a uniquely identifying item such as a password or PIN and add in a
pattern like a series of pictures, or physical location only an authorized user would know [14, 15, 17, 23, 30]. (4)
Obscuration-based methods provide a physical barrier to SSAs (e.g., a screen protector) such that the information
can only be viewed from directly in front of the device [5, 16, 68]. Some techniques are designed for users without
the ability to use their eyes, such as the visually impaired, and use vibration or Braille-based methods [6, 7].
Finally, (5) multimodal techniques seek to combine eye gaze and physical motion to overcome the ability of
attackers to track user eye gaze and simulate input [3, 32, 33]. These techniques comprise the majority of existing
solutions to SSAs, but they are not usable in scenarios such as protecting sensitive information within written
documents.
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Active SSA Solutions Protection Domain

Digital Physical

PrivacyScout [10] ✓ ✗

iAlert [4] ✓ ✗

Are They Actually Looking? [62] ✓ ✗

ATM Mirrors [41] ✗ ✓

ShouldAR (this work) ✓ ✓

Table 1. A comparison of current active solutions to SSAs.

2.3 Active Solutions

Active SSA solutions seek to detect an attack in real time and to potentially prevent the attack from ever occurring.
Table 1 outlines existing active solutions and separates them by their protection domain. Some techniques seek to
alert a user to a potential attacker by identifying faces in the field-of-view of a front-facing camera and analyzing
eye gaze [4, 10, 62]. Other techniques use mirrors, like the built-in protections at ATMs, to help the potential
victim identify these faces [41, 51]. These techniques all rely on locating faces around the user and evaluating the
distance of the face and/or the person’s eye gaze to determine the attack likelihood. However, these solutions are
limited by the field of view of the device’s camera or mirror. If the user is positioned in a way that blocks the
camera or mirror’s view of the attacker, it will be hard to detect the attack. Also, these solutions are limited to a
single domain, such as protecting a PIN pad or a mobile device. With the potential exception of the ATM PIN Pad,
no current active solution can detect or prevent attacks in other scenarios. Finally, these solutions are generally
not mobile. An ATM mirror can protect the user at the ATM or in its vicinity, but cannot protect this person once
they move away. Existing active solutions, like passive techniques, lack broad use cases.

Passive and active solutions are convenient ways to divide existing work but are also orthogonal to each other.
Because passive solutions protect authentication, and active solutions alert the user to SSAs in specific scenarios,
we cannot compare them directly. We present these solutions not in direct comparison but as an example of the
lack of usability in existing work.

3 Challenges and Key Insights

We seek a solution that improves the usability of existing work based on the definition presented in Section 1. If
we imagine such a solution, two key requirements begin to emerge: (R1) the system must be generalizable to a
myriad of scenarios (e.g., ATMs, office desks, whiteboards, mobile devices, and desktop/laptop computers); (R2)
the system must not interfere with the user’s actions. Specifically, the system cannot prohibit typing and writing
or create long task completion times (e.g., login times). As passive systems generally only protect authentication
and are not generalizable, we seek an active solution to this problem. Next, we explore two prominent challenges
of such an active system.

3.1 Challenges

A usable solution should work in various types of scenarios. While Section 2 reviews multiple works aiming
at deterring or identifying SSAs, each solution is confined to a particular domain. For instance, graphical or
PIN-based methods require a digital display or a physical PIN pad. Existing works designed to alert users that a
person is looking at their device generally require front-facing cameras that can be obscured by the user and are
not generalizable solutions. Rear-facing mirrors are mostly mounted on ATMs and are generally not mounted
in other areas, like in office settings or on desktop/laptop computers. Therefore, the first challenge is to create a
method that can be generalized across multiple domains, both digital and physical (C1).
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A usable solution must not complicate the user’s task or add cognitive burden. Passive techniques, like those
discussed in Section 2, have been shown to require good color vision or hand-eye coordination and can be difficult
for the elderly or persons with intellectual disability to use [13]. Additionally, many of these schemes have been
shown to increase task completion (e.g., login) times or add a cognitive burden to users that have been deemed
unacceptable [23].

Some existing active solutions, like the ATM mirror, require the user to constantly monitor their surrounding
for threats. Such a requirement can add a cognitive burden to the user by forcing the user to assess and respond
to perceived attacks on their sensitive information. Additionally, to ensure that an active solution is timely and
useful, the system should operate in real time. If not, the user would have to decide if the threat is still present.
This can remove attention from the task at hand. Therefore, the second challenge is to create a system that runs in

real-time, does not interfere with task completion, and does not place a cognitive burden on the user (C2).

3.2 Key Insights

Eye gaze can provide an avenue for a generalizable and effective solution. To define the common denominators
of SSAs, we distill the SSA problem into its core components. An SSA is, generally, (1) an attacker using their eyes
to observe sensitive information, and (2) the victim using their eyes to simultaneously attend to and/or reveal
sensitive content. While not every situation involves the attacker or the victim’s eyes, such as in situations where
the potential victim has a visual impairment or the attacker uses electronic surveillance, this definition covers
the majority of attack scenarios [6, 7, 11, 24, 35]. Additionally, this definition unifies nearly all attack targets,
including observing the victim’s written information, ATM PIN, and information typed on laptops, desktops, and
mobile devices.
Understanding the importance of gaze and attention to SSAs, we then leverage works from the field of

psychology to extract salient features of the eye that can aid in our efforts to find an effective solution. For
attackers, we can use eye gaze to create a more fine-grained estimation of their target and match their eye gaze
to that of the user. This technique can remove instances where the potential attacker’s head may be directed at
something innocuous, but their actual eye gaze is directed at sensitive information. Additionally, this prevents
false positive indications from the opposite scenario.

For the user, eye gaze information can provide fine-grained details about where the user is looking, how hard
the user is concentrating on a given task or object, the user’s emotions, and more [2, 50, 52]. Assuming that
increased concentration on a target, say while writing or typing a password, creates a decreased lack of awareness
of the user’s surroundings, we can also use this metric to gauge the potential vulnerability of the victim to SSAs.
If we use a proper threshold for this concentration, we can then decide to alert the user to SSAs only at times
when they are less capable of detecting the attack themselves. Existing work gives specific thresholds for fixation
duration, the amount of time an eye dwells on a particular area, which can be used as a metric for concentration
and attention [50, 52, 63, 72]. Thus, eye gaze is a nearly universal component of SSAs.We can leverage this fact
to create a solution that constantly evaluates the eye gaze of the potential victim and attacker and overcome
Challenge (C1).

Augmented reality (AR) headsets and eye tracking, together, create an opportunity for a usable solution. As the
human eye is at the root of the SSA problem, we seek to tie a viable platform to this capability. Most modern
AR headsets are equipped with eye-tracking sensors capable of determining user eye gaze direction and other
features of the human eye such as saccades, fixations, and pupil dilation [9, 40, 71]. Given the previous insights
about the usefulness of eye gaze, we can leverage the onboard eye tracking of these devices as a platform to
overcome Challenge (C1). We can also use the inherent functionality of AR headsets (e.g., the ability of the AR
user to interact with the physical environment while wearing the device) to make the solution mobile and more
usable. AR headsets are designed to allow the user a view of the physical world with an overlay of digital content.
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This allows the user to interact with the physical world as they normally would. As an example, a user can access
their bank accounts at an ATM, use a laptop or desktop, or write with pen and paper all while wearing an AR
headset. While current AR headsets are wearable and mobile, their weight and battery life limit their utility.
Future AR devices, however, are not expected to have this problem [43, 46]. As these headsets get smaller, lighter,
and last longer between charges, they may become as common as cell phones.

Additionally, the integrated onboard processors and graphics processing units (GPUs) give AR devices adequate
computing power to accomplish our required facial detection and gaze estimation tasks. Finally, assuming the
AR-based system only announces an attack when detected and does not require the user to interact otherwise,
the notification of the attack is the only expected cognitive load. AR headsets give us the computing power and
mobility to address Challenge (C2).
With these insights, we can now imagine a mobile, usable, active system using eye gaze and AR that over-

comes the challenges presented in Section 3.1 and identify research questions to be answered as part of our
experimentation, namely:

(1) Can we use insights into human eye gaze to create a usable, AR-based, anti-SSA system?
(2) Can such a system reduce participant discomfort in SSA-vulnerable situations?
(3) Does this system reduce discomfort more effectively than existing solutions?

4 ShouldAR Design

This section incorporates the insights in Section 3 into a coherent design, called ShouldAR, centered around
eye tracking and AR. ShouldAR is based on an AR headset that includes eye-tracking sensors and is capable
of detecting attacks in a wide variety of scenarios. Additionally, all the information collection, processing, and
decision-making are transparent to the user and conducted implicitly by the device and in real time. The user
simply has to wear their AR headset while an application such as ShouldAR is running, and does not need to
remember specialized information, such as PIN or image combinations. By combining these advantages, the
ShouldAR design presented in this section can protect against SSAs in a wide variety of scenarios. We begin
with a brief review of the threat model with an eye toward the specific limitations of a feasible SSA, followed by
discussions about the key components of ShouldAR.

4.1 Threat Model

Informed by existing work [10, 31, 57], we define the limits of the SSA in terms of space and angle from the
target of the attack. SSAs are generally from behind the user, where the user cannot detect and prevent the attack.
While attacks are possible against large displays at larger distances, existing literature on the topic shows that a
maximum attacker distance of 2 meters is generally the farthest an attack can feasibly be conducted against a
wide range of targets (mobile devices, paper, desktops, etc.) [10]. Also, the field of view (FOV) of the average
human (assuming a stationary head, but mobile eyes) is as much as 290° [31]. This is also known as the total
visual field. This leaves roughly 70° of FOV where the person cannot detect objects or motion to their rear. We
call this area roughly 70° behind the user at no more than 2 meters the vulnerable area. Any SSA from outside the
vulnerable area would risk the possibility of the potential victim noticing this attack.

For this reason, we limit our threat model to 40° on either side of the potential victim (a total of 80°, which
covers the vulnerable area) as measured from directly behind the person, allowing for a small margin at the
extreme edges of human sight. Fig. 2 gives an illustration of this area. We acknowledge the possibility that the
user may be concentrating on an area near the center of the FOV and would be unlikely to move their eyes left or
right in this scenario. This would increase the size of the vulnerable area. We also note that a single fixation at the
center of their FOV is temporary. Humans make roughly two to four rapid gaze shifts (saccades) per second [39],
providing an opportunity to visually scan their periphery in response to new faces or bystanders. This would
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290°
Total Visual Field

Vulnerable Area

2m

70°

2m

Fig. 2. ShouldAR Threat Model. Given the human eye’s ability to sense motion at nearly 290° when allowed to move the head

and eyes (with the torso stationary), we consider the remaining 70° to be the most vulnerable area for an SSA. For evaluation,

we expand our “vulnerable area” to 80° to account for attackers on the edge of this area. Additionally, previous work shows

that attacks on mobile devices and other common targets are most feasible inside 2 meters. We define the vulnerable area in
red as the most likely area for an SSA. However, this vulnerable area could be larger if the victim was concentrating on an

area at the center of their field of view, limiting their ability to move their eyes left and right. We discuss this in greater detail

in Section 7.

reduce the impact of focused vision on SSA awareness due to our ability to perceive the presence of faces in
the periphery [56]. We discuss this limitation and present potential solutions in Section 7. Finally, in this threat
model, we assume that the face of the potential attacker is visible and is not deliberately obscured by either
digital facial obscuration method such as [58], or any other method such as using a hand or an object. We discuss
this more in Section 7 as well.

4.2 AR Headsets - A Feasible Platform for Generalized Anti-SSA Techniques

As noted in Section 3.2, AR headsets provide a suitable platform for our envisioned SSA detection technique. AR
headsets are portable and can be expected to be worn in a wide variety of situations, especially when considering
the lighter and less cumbersome versions expected to become a reality [60]. These future devices are even
hypothesized to replace mobile phones at some point in the future [46]. Additionally, AR headsets normally have
eye-tracking sensors that give us insight into various attack scenarios. Our design centers around such an AR
headset. However, to observe the area behind the user (i.e., the vulnerable area), we require a rear-facing camera
that most current AR headsets do not have. To overcome this obstacle, we retrofit the headset with a rear-facing
camera, which can be integrated into future headsets. With this addition, we can simultaneously estimate the eye
gaze of the potential attacker and user on a mobile device usable in various scenarios.

4.3 Design Components

Fig. 3 illustrates the ShouldAR design. ShouldAR collects raw eye tracking and camera data (Step 1), analyzes
this data (Step 2), evaluates user vulnerability and threat (Step 3), and alerts the user if required (Step 4).

Step 1: Data Collection. Our design must collect multimodal eye gaze information about the user and potential
attackers in the physical environment, specifically in the vulnerable area up to 2 meters and in a 70° area behind
the user. With the retrofitted, rear-facing camera, we can capture images directly behind the device user and
identify potential attackers. Additionally, using the inherent functionality of the AR headset, we can capture
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Data Collection Context Understanding Threat Assessment

Rear-facing Camera

Camera Frame

Eye Tracking Cameras

Eye tracking Data

User Eye Features
• Gaze Position
• Fixation Duration

Rear Camera 
Frame

Face and Iris 
Landmarks

Head Pose / Eye 
Gaze Estimation

User Attention 
Evaluation

User Notification

If the user and 
attacker eye gaze 

location match 
AND 

the user is 
distracted

User Gaze 
Location

Fig. 3. ShouldAR Design. The design, shown from left to right, begins by harnessing the AR device’s onboard sensors and an

additional rear-facing camera. After this, in Step 1 (Data Collection), the raw data is collected for both the user’s and the

potential attacker’s position and eye gaze. This data is analyzed in Step 2 (Context Understanding) to determine the user’s

gaze location and the potential attacker’s facial and eye landmarks. In Step 3 (Threat Assessment), this context is analyzed,

and the user is alerted if they are deemed vulnerable to an SSA in Step 4 (User Notification).

metadata from the front-facing camera that gives us the user’s current location and head pose (e.g., the roll, pitch,
and yaw of the user’s head) for each of the captured rear-facing frames. This information will be used later to
locate the device and adjust rear-facing camera detections according to the position and rotation of the user’s
head. Finally, using the onboard eye-tracking cameras, we constantly estimate the user’s eye gaze. We can also
extract eye-tracking features (e.g., the fixation duration) identified as important to our design in Section 3.2.

Step 2: Context Understanding. In this step, we use the information collected from the headset and the rear-facing
camera to develop context about the scenario. We can gather the user’s position and head pose from the AR
headset. Additionally, with the benefit of the AR headset’s eye tracking, we know where the user is looking in
real time. From the rear-facing camera frame, we use a facial detection inference model (e.g., MediaPipe [27]
or OpenCV [54]) to locate any face in the vulnerable area. This inference model must have enough detail in its
output to accurately calculate the Perspective in Point (PnP) of the face [65].

One output of the PnP calculation is the rotation of the face, needed to estimate the potential attacker’s head
pose. Using the localization and head pose of the user, combined with the rotation and local position of the face
in the rear-facing camera, we can calculate the position and orientation of the face to the user’s rear. We also
require information about the person’s iris position, pupil position, or other information indicating the direction
of the eye [73]. Facial detection models (e.g., MediaPipe [27]) has such information with the output of the model.

Step 3: Threat Assessment. To reduce false positives, we harness the user’s eye gaze in another way to determine
when they are vulnerable to a threat. As mentioned in Section 3.2, fixation duration gives us insight into the
concentration level of the user. Using the device’s onboard eye-tracking sensors, we can measure the average
fixation duration of the user and compare this against a threshold (discussed in more detail in Section 5). We can
then estimate the direction of the attacker’s gaze and notify the user of a threat when it aligns with the user’s
area of focus.
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(a) ShouldAR Prototype (b) Baseline Solution

Fig. 4. (a) shows an image of the ShouldAR prototype. A Magic Leap 2 headset was used as the AR platform, and the

rear-facing camera, shown at the rear of the headset, was an ESP32-CAM and OV2640 wide-angle camera attached using

Velcro fasteners. (b) provides an image of the baseline solution provided for participants. This two-inch fisheye convex mirror

was used in both the typing and writing scenarios and was intended to simulate an ATM mirror. Participants were allowed to

adjust these mirrors to see the entire testing area and could continue to adjust the mirror during the test if they wished.

Step 4: User Notification. Knowing the location of a potential attacker, their head pose and eye gaze, and the
position and attention level of the user, we can combine this information to determine (1) if a person is positioned
in a vulnerable area behind the user, (2) the target of the device user’s eye gaze and their attention level, and (3) if
the person behind the user is looking over the shoulder of the user towards the same target. Applying minimum
values to the distance between the user and the potential attacker’s eye gaze and the fixation duration of the user,
we can also create gaze overlap and attention thresholds. If these thresholds are met (e.g., a person behind the
user is looking over their shoulder while the user is potentially unaware), we alert the user to the threat.

5 Prototype Implementation

To understand the usability and effectiveness of the ShouldAR design outlined in Section 4, we implemented the
design using a Magic Leap 2 (ML2) AR headset [40]. This section outlines the technical specifics that were used
to realize the ShouldAR design presented in Section 4.

We developed the prototype using Unity version 2022.2.19f1. All code was written in C and C#. To implement
the design outlines in Step 1 (Data Collection), we implemented the ShouldAR design using an ML2 AR headset,
as shown in Fig. 4a. This device has integrated eye-tracking sensors and also provides 3D spatial understanding
through simultaneous localization and mapping (SLAM) [40]. The rear-facing camera requirement was satisfied
using an ESP32-CAM microcontroller and an OV2640 camera with a wide-angle (140°) fish eye lens [8, 25]. A
socket connection was created from the ESP32-CAM to the ML2 using a TP-Link AC1900 wireless router [69].
Raw frames were captured using the ESP32 and OV2640 and transmitted using this socket for analysis on the
headset itself.

For Step 2 (Context Understanding), each rear-facing camera frame’s facial detection and face and iris landmarks
were computed using MediaPipe [27]. Our prototype did not require offloading facial inference, as the ML2
proved to be fully capable of conducting this task on-device with negligible impact on the device’s expected
frame rate and an average of 25 ms inference time.
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(a) Attack on Digital Information (b) Attack on Written Information

Fig. 5. ShouldAR Notification Example. ShouldAR uses a simple, red, 3D arrow to alert the user to a potential SSA and give

the user the direction of the detected attack. In (a), an attack on a banking website login is occurring from the user’s rear. In

(b), the user’s written tax information is being observed from their right rear.

In Step 3 (Threat Assessment), we used a 300-ms threshold for average user eye fixation duration as a minimum
value to determine user attention. This threshold was decided during pilot testing in keeping with the maximum
expected fixation duration when a human is not concentrating [44]. Above this, we expect “deeper cognitive
processing” indicative of increased concentration. After determining the head pose (e.g., the rotation of the head),
we use a simple method for determining the gaze direction of the potential attacker by estimating the position
of the iris landmarks in relation to the eyelid landmarks. For example, if the attacker’s iris is positioned near
the inside corner of the attacker’s left eye (e.g., the left iris is near the nose), we offset the estimation of the
attacker’s head pose with 45° of gaze angle. This eye gaze estimation is done on the potential attacker’s face in
each captured frame. We also require a time threshold to consider the overlap between the user and potential
attacker’s gaze to alert the user that someone is observing their information. The 3D position of the user’s eye
gaze is surrounded by an invisible, 3D sphere with a radius of 0.5 meters. If the attacker’s gaze intersects with the
user’s gaze sphere for longer than the 300-ms threshold, the system provides an attack notification to the user.

Finally, in Step 4 (User Notification), we evaluate the user’s attention (using fixation duration) and the overlap
of the user and potential attacker’s eye gaze locations. If conditions are met, we present the user with an arrow
just below the center of their FOV. This arrow is oriented at the location of the detected attack and remains for
three seconds, or as long as the attack is still being detected, whichever is longer. This notification is illustrated in
Fig. 5. This red arrow was roughly 50% of the width of the user’s display, located inside the user’s FOV, and was
designed not to be accidentally overlooked by the user while not completely obscuring their view of the sensitive
material. The arrow is also a standard method to communicate direction, used here to indicate the direction of
the SSA. While we do not test multiple notification techniques (which is not the main focus of this paper), we
suggest possible alternatives in Section 7.

6 Evaluation

To understand the impact of the ShouldAR prototype, we crafted an evaluation designed to measure the system’s
effectiveness (through quantitative testing in various situations) and its usability. Before and after participants
used the physical prototype, we asked them subjective questions about their comfort in different situations,
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spanning multiple angles and distances inside the shoulder surfing vulnerable area. These questions were designed
to understand the impact, if any, that active systems such as ShouldAR might have on user comfort in potentially
vulnerable situations. Additionally, we asked a series of questions designed to evaluate the usability of the design
and prototype.

6.1 Evaluation Procedure

Our evaluation was designed to measure participant comfort with and without an active SSA protection system,
and the effectiveness of the ShouldAR system itself. This evaluationwas approved by our university’s Institutional
Review Board (IRB).

Demographics. Participants were recruited from university graduate and undergraduate mailing lists and
solicitations to local, non-student campus personnel and were compensated $20 for approximately 45 minutes of
time. Our evaluation included 24 participants across both the pilot (5 participants) and main study (19 participants).
The pilot study results were used to determine system parameters such as fixation duration and were not included
in the final evaluation. Of the 19 main study participants, 54.1% self-declared as male, while 45.8% self-declared as
female. The ages of participants ranged from 19 to 39, with occupations ranging from nurses to graduate students
at our university. Since the ML2 requires prescription corrective lenses specific to the device, participants did not
wear glasses during the study. While 76.2% of participants were wearing neither contacts nor glasses during the
testing, 23.8% were wearing contacts. The majority, 56.5%, of participants had never used AR before, or only once
or twice.

Initial Participant Comfort Assessment. The evaluation was designed to explore the impact of an active, usable
system on comfort in a situation vulnerable to an SSA. We began with introductions and signing an informed
consent form. Then, we asked the participant to answer six questions about their comfort in six different scenarios
at angles ranging from 0° to 40° and distance from 1 to 2 meters in .5 meter increments. These scenarios were
shown as pictures and were demonstrated by a person physically standing at the angle and distance in the picture
to give the participants a better sense of the different distances and angles. Participants were then also asked to
imagine that they were either typing a password at a desktop computer (the Typing task) or writing sensitive
information on a piece of paper at a desk (theWriting task) with a person at each of these angles and distances.
Participants were asked to rate their comfort on a 5-point Likert scale ranging from 1 (Least Comfortable) to 5
(Most Comfortable) [45] with each of these situations.

ShouldAR Prototype Evaluation. After completing the initial survey, participants were given a brief tutorial on
using the ML2 and completed the ML2’s fit and eye gaze calibration. After calibration, participants were asked
to complete one of two tasks: data entry into an online typing assessment or completing a set of short answer
questions using pen and paper. These tasks were designed to emulate the input of sensitive information during
both typing and writing, similar to entering a password or writing an identification number or an address.

During each task, a simulated attacker moved behind the user to nine different positions in the evaluation area.
The test environment with the locations of the nine positions is illustrated in Fig. 6. The attacker remained in
each of these positions for exactly 10 seconds. Each of the nine positions included evenly-distributed variations
in attacker distance, offset (e.g., angle from participant), head position, and eye gaze angle. At each distance (1m,
1.5m, and 2m), the attacker’s head and eyes were directed away from the participant’s information, head and eye
directed at the participant’s information, and with the attacker’s head rotated away, but eyes directed toward
the information. These tests were designed to test for false negatives, and the usefulness of head pose alone and
with eye gaze to understand the added value of using the attacker’s eye gaze. The nine positions of the attacker
were repeated for both the typing and writing tasks across the three individual test types (i.e., baseline and two
versions of ShouldAR) for each participant in the same order, for a total of 54 attacker positions behind each
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Fig. 6. An image of the testing environment. The red lines illustrate the distances and angles we evaluated inside the

vulnerable area. The blue dots show an example of the ordering of the nine positions of the potential attacker.

participant. The participant was instructed to report when they believed this attacker was observing their actions
by either raising a hand or speaking the word “attack”. The participant was instructed to conduct their task
(typing or writing) and report potential attacks simultaneously. Because the ML2 required an eye gaze calibration,
every participant was asked to evaluate the baseline solution first, and then the head pose and eye gaze enabled
ShouldAR prototypes. This was to reduce the requirement for recalibration of the device if removed between
tests.
The baseline required the user to determine the presence of an attack using their understanding of the area

to their rear. During the two ShouldAR prototype tests, participants were asked to report when the prototype
indicated an attack on their display. This prevents any learning effect from the participant watching the attacker
in the baseline. For the baseline, the participant was provided with a small (two-inch diameter) fisheye convex
mirror attached to the laptop at their desk (see Fig 4b for an illustration). This mirror was designed to emulate an
ATM mirror discussed in Section 2.2, a widely used solution to the SSA problem that could be used in both typing
and writing scenarios [41, 51]. Other solutions are designed for only a single situation, like mobile devices [10].
The participants were allowed to reposition this baseline solution as they saw fit during this part of the evaluation
to observe the entire testing area behind them. They were also allowed to adjust the mirror as they saw fit during
the test to adjust for their movement or repositioning. For each test, the attacker moved to 18 positions for both
the typing and writing tests (9 for each). There were 54 tests for the baseline and two versions of ShouldAR.

Final Participant Assessment. The participants were asked to complete a final questionnaire following the
prototype evaluation. The first six scenario descriptions were nearly identical to those presented in the initial
survey but asked the participant to imagine these scenarios while wearing the prototype they had just evaluated.
This was designed to gauge any change in the participant’s concern in these scenarios if protected by a system
such as ShouldAR. Participants were asked eight additional questions designed to assess the prototype’s usability
(see Table 3). Participants were asked to rate their agreement or disagreement with each question using a 5-point
Likert scale ranging from 1 (Strongly Disagree) to 5 (Strongly Agree).

We provide an evaluation of ShouldAR in three parts. First, Section 6.2 shows the results of the Likert responses
of the participants before and after experiencing a mobile, usable protection system such as ShouldAR. Second,
Section 6.3 gives quantitative results on the effectiveness of ShouldAR, expressed as true positive and false
negative rates in various scenarios. Finally, we seek to understand how participants felt about the prototype’s
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Fig. 7. A comparison of the Likert responses of participants when asked about their comfort in a variety of SSA-vulnerable

situations. The box plots in red are the questions asked assuming no protection. The blue box plots are the questions asked

assuming protection from an active system such as ShouldAR. The dotted lines show the median values. Scenarios with an

asterisk (*) indicate statistically significant results (𝑝 < 0.05). The x-axis is labeled with the attack distances and angles of

each scenario, respectively.

usability. Section 6.4 outlines the qualitative responses from users when asked to agree or disagree with eight
usability statements.

6.2 Understanding ShouldAR’s Impact on Comfort in SSA-vulnerable Situations

Before and after evaluating the ShouldAR prototype, participants were asked to rate their comfort in six scenarios
on a 5-point Likert scale. The scenarios consisted of three different angles at three different distances while
the user completed one of two tasks (typing or writing). Fig. 7 shows the responses for the six scenarios before
(in red) and after testing the prototype (in blue). Overall, participants were more comfortable in each situation

while wearing an active protection system, such as ShouldAR, than they were without. Intuitively, participants
were more concerned with the attack scenarios where the attacker is close (S1 and S4) than the longer-range
scenarios. Generally, ShouldAR increased median responses for participant comfort from neutral or lower to
positive responses, with the largest individual scenario changes in the close-range and typing scenarios. For each
question, a Wilcoxon signed rank test showed statistical differences in the pre-evaluation and post-evaluation
Likert results (𝑝 < 0.05) [70].
Fig. 8 breaks down the participant comfort analysis by self-declared gender. We can see that participants,

regardless of gender, reported an increase in comfort while protected by an active system such as ShouldAR.
For male participants, ShouldAR increased median responses for participant comfort from neutral or lower
to positive responses; all questions showed statistical significance (𝑝 < 0.05), except Q5 (𝑝 = 0.18). Female
participants also increased median responses for participant comfort from neutral or lower to positive responses
considering a prototype like ShouldAR; all questions showed statistical significance (𝑝 < 0.05).
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(a) Comfort Result for Male Participants
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(b) Comfort Result for Female Participants

Fig. 8. A comparison of the Likert responses of participants when asked about their comfort in the situations outlined in

the initial comfort survey, separated by participant gender. (a) is the responses from self-declared male participants. (b) is

from self-declared females. The box plots in red are the questions asked assuming no protection. The blue box plots are the

questions asked assuming protection from an active system such as ShouldAR. The dotted lines show the median values.

Scenarios with an asterisk (*) indicate statistically significant results (𝑝 < 0.05).

User Actions

True Positive

Total True Positive

False Positive

Total False Positive

Baseline

Typing Writing

43.86% 41.23%
42.54%

0.88% 0.88%
0.88%

Head Pose (HP)

Typing Writing

58.77% 53.51%
56.14%

0.00% 1.75%
0.88%

HP w/ Eye Gaze

Typing Writing

89.47% 85.09%

87.28%

0.88% 0.00%

0.44%

Table 2. A summary of the results of the ShouldAR quantitative evaluation. The “Baseline” column represents the tests

conducted using the two-inch diameter fisheye mirror. The “Head Pose (HP)” column shows the tests using only the attacker’s

head pose and not eye gaze. “HP w/ Eye Gaze” shows the results using both head pose and eye gaze. Each modality is shown

subdivided by individual test tasks (e.g., typing or writing) and as a total average.

6.3 Evaluating ShouldAR’s Effectiveness

Next, we seek to evaluate ShouldAR quantitatively by analyzing the True Positive (TP) and False Positive (FP)
rates recorded during the evaluation. Section 5 outlines the participant tasks and attacker positions evaluated.
The baseline solution consisted of a two-inch diameter fisheye mirror positioned by the participant during both
the typing and writing tasks. This baseline is compared to two versions of the ShouldAR prototype, one using
both attacker head pose and eye gaze estimations and one only using head pose. This was designed to understand
the effect of the attacker’s eye gaze on the results.

Table 2 provides a summary of the results of these three tests. The baseline (mirror) solution showed the lowest
TP rate with an average of 42.54% of attacks being detected by the participant. The FP rate of the baseline was
also nearly one percent, equal to the head-pose-enabled solution. The majority of the False Negative (FN) results,
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Fig. 9. A comparison of the Likert responses of participants when asked about their comfort in the situations outlined in

Table 3. The dotted lines show the median values. Note: Questions 2 and 6 (marked with a †) were worded in such a way as

to ensure the participant was carefully reading the questions. The Likert values for these questions were inverted in this plot

for easy comparison with the remaining questions.

where the participant failed to indicate an ongoing attack, occurred when the participant obscured the view from
the mirror.
The head-pose-only solution, using only the direction of the potential attacker’s head to decide if they are

attempting an SSA, improved on the baseline performance with a TP average of 56.14%. The majority of the FN
results for the head pose method occurred when the attacker’s head was directed away from the participant’s task,
but their eyes were directed toward the task. This shows the vulnerability of such a solution to these scenarios.

The eye gaze solution, including both the attacker’s head pose and eye gaze to detect an attack, performed best.
This version of the prototype averaged an 87.28% TP rate over both writing and typing tasks. While not perfect,
this shows roughly a two-fold increase in TP rate over the baseline, and a 31% increase over the head-pose-only

solution. This 31% increase in TP rate is directly related to the successful head-away/eyes-toward scenarios that
hampered the head pose-only version. The majority of the FN tests (the tests where the attacker was observing
the participant’s information but the participant did not indicate an attack) occurred at the 2 meter attack distance
(18 out of 29 total false negatives). This shows a limitation of this technique, as small errors in eye gaze estimation
are magnified at larger distances from the participant. Previous work shows, however, that distances farther
than 2 meters are less vulnerable to SSAs [10], making this less of a concern. More accurate eye gaze estimation
methods can also improve this system, as discussed in Section 7. Additionally, the FP rate of this system was less
than 0.5%, resulting in only a few unnecessary warnings to the participant.

6.4 Evaluating ShouldAR’s Usability

Finally, we evaluate the results of the usability-focused questions posed to the participants. Fig. 9 shows the
results of the questions outlined in Table 3. Questions 1, 3, 4, 5, 7, and 8 were all designed to elicit a higher
Likert score if the user believed the prototype was usable in general. In contrast, Q2 and Q6 were designed on an
opposite scale to ensure participants read questions carefully. Some questions were straightforward. Question 1
asked participants if they believed the prototype was easy to use. Question 2 asked participants if they believed
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Table 3. Participants were asked to rate their agreement with the following statements or each question. A 5-point Likert

scale was given, ranging from 1 (Strongly Disagree) to 5 (Strongly Agree).

Question Usability Evaluation Statements

1 The prototype you evaluated was easy to use.
2 The prototype was overly intrusive on your activities.
3 The requirements of the prototype (e.g., wearing the headset) were worth the benefit I received.
4 If made smaller and more lightweight, I would wear this system as part of my daily routine.

5 I prefer the prototype’s level of protection to methods such as the mirror to inform me of
shoulder surfing attacks.

6 I believe that using a method to defend against Shoulder Surfing Attacks that require direct
observation (such as a mirror) is more usable than the prototype.

7 I would use this system if made less cumbersome and integrated into future AR devices.

8 I felt more secure against shoulder surfing attacks using the prototype than I would with any
other method I know of.

the prototype was “overly intrusive”. We allowed participants to decide what “overly intrusive” meant to them.
Other questions were more speculative and should be given less weight in determining usability. Questions 4 and
7 assumed a future prototype designed without a Velcro-mounted rear-facing camera and was lighter in weight,
keeping with our future assumptions in Section 1. Since such systems do not yet exist, we leave these questions
open for interpretation.

In conversations after the evaluation, users expressed that the prototype allowed them to concentrate on the
writing or typing task far more easily than the baseline (mirror) solution. The baseline required them to evaluate
their vulnerable area constantly and distracted them from their task. Knowing that ShouldAR would alert them
in the case of a potential attack, participants expressed a general preference over the baseline, shown empirically
in the usability evaluation results.

7 Discussion

To address a lack of usable solutions to SSAs, we designed, implemented, and evaluated ShouldAR. This system
harnesses the eye gaze information from both the potential attacker and victim to determine if there is likely an
SSA and to give the victim alert information that can be used to stop it. Our evaluation determined that such
a system improved the perception of comfort when participants were asked to imagine potentially vulnerable
situations. Additionally, we proved that such a system can accurately detect SSAs with a low FP rate (e.g., less
than 1%) in the scenarios we evaluated.

Potential Privacy Concerns. ShouldAR uses open-source facial detection techniques to identify faces to the
user’s rear. Additional information from these detections is used to analyze these faces’ head pose and eye
gaze. ShouldAR does not retain this information, as seen in facial recognition technologies that attempt to
use this information to re-identify faces later in time [20]. Certain large-scale facial recognition techniques
have already been deemed impermissible under the European General Data Protection Regulation (GDPR) and
the EU AI Act [1]. They would make a system relying on these techniques difficult without concern for legal
consequences [18]. While ShouldAR uses a less-intrusive method of identifying faces, questions remain about
whether techniques like ShouldAR are acceptable in places with large crowds (e.g., airports) and whether these
techniques violate local or national law. For example, previous work has shown that similar facial detection in
public billboards may or may not violate the GDPR [20].
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For this reason, we seek to highlight likely use cases for ShouldAR. Our system is likely more permissible in
sensitive areas where privacy expectations for the general public are already reduced (e.g., in banks, government
offices, and ATMs). In these sensitive areas and situations, users and those around the device already understand
the possibility that their images and faces may be used in certain circumstances. In other situations, such as
in cafes or airports, systems like ShouldAR may infringe on the privacy of those in the rear-facing cameras
collection area (e.g., the user’s vulnerable area). Additionally, any system similar to ShouldAR should take great
care not to move from facial detection to recognition, as this has been shown to be legally impermissible in
certain contexts [18].

What if the Attacker’s Eyes Are Not Visible? ShouldAR matches the user’s eye gaze with the potential attacker’s
eye gaze in 3D. This eye gaze is necessary to ensure a fine-grained understanding of the focus of the user and
attacker’s attention. Without it, the system would likely suffer from increased false positives as isolating data
pertinent to the user would be difficult. However, the inference model analyzing the rear-facing camera frames
may detect a face but not the person’s eyes. This can be due to intentional or unintentional obscuration with the
person’s hand, sunglasses, AR device, or other means. If the prototype detects a face but does not have the benefit
of the eye-gaze estimation, the prototype defaults to head-pose-only estimation. Research into the correlation of
head pose and eye gaze shows a strong relationship [74], but not so strong as to be able to use head pose alone to
isolate the user’s attention. Eye shift alone (i.e., without head movement) can be expected when the shift in focus
is less than 20° to 30° [66]. This shows that while head movement can estimate the user’s attention, their eyes
give the exact location with less error and less ambiguity. However, using the head pose only as a last resort is
sufficient when the attacker’s eyes are in the same direction as the head, but it results in a reduced TP rate when
the head and eyes are not aligned. Last, if the attacker intentionally wears a mask to obscure their face from facial
detection and head pose estimation, more advanced sensors such as thermal cameras could potentially be used to
provide an alternative method of estimating head pose [34].

SSA Threats from Outside the Vulnerable Area. Our vulnerable area is designed to protect from attacks on mobile
devices, laptops/desktops, and written documents, using feasible distances from earlier work [10]. However, if
the user is typing or writing sensitive information on a whiteboard or large display, SSAs could be feasible from
greater distances. While Section 6 showed less comfort when the SSA attacker was positioned closer, a system
that can assess from a greater distance would remain desirable.

As mentioned in Section 4, we acknowledge that the vulnerable area could be larger when the victim concen-
trates on an area directly at the center of their FOV. This would limit the expectation that they would be using
the full mobility of their eyes to their left and right to scan their visual field for attackers. Another limitation
comes from detecting attacks on large displays where the sensitive information is visible to the attacker without
intersecting with the user’s gaze. However, we expect active SSA systems to be used in sensitive environments
where large displays are less likely. We imagine scaling up the number of cameras attached to the headset to
expand the SSA detection range in future designs. Finally, ShouldAR is not designed to detect SSAs from the
user’s front, as it is far more likely the device user would notice these attacks, and more likely that the content
could be occluded by a display (i.e., a monitor).

Calculating the Attacker’s Eye Gaze. There are many ways to estimate a person’s eye gaze from an image
of their face. Techniques such as [42, 55] use the neural networks, trained on labeled images of specific eye
orientations, to determine the gaze angle. Our prototype sought a lighter, faster method that did not involve
neural networks. Using a rough estimation of the gaze angle based on the distance of the iris from the eyelid
landmarks, we could estimate eye gaze using hard-coded methods such as [19]. This is not as accurate as using
neural networks (e.g., a convolutional neural network), but we believe it to be less likely to suffer from delay due
to the inference time required for each frame. Other methods that could create a more fine-grained estimation of
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the eye angle, such as [64], also exist. These were not used as part of our prototype. Our test used a maximum
attacker distance of 2 meters for the reasons described in Section 3.2. At farther ranges, this course-grained
estimation method may begin to fail. This limitation is less of a concern in light of previous work explaining the
limited feasibility of SSAs from beyond 2 meters [10].

Attack Notification Techniques. Our evaluation was designed to measure the user comfort resulting from using
our prototype and the system’s effectiveness at detecting SSAs. While wearing an ML2 during the evaluation,
future studies into designing optimal notification cues for SSAs and evaluating user perceptions are necessary.
Additionally, as mentioned in Section 1, there are many other devices that can potentially provide some or all of
the sensors required for our design (e.g., Meta’s Ray-Ban and Project Aria glasses [47, 48]). With modifications,
devices without holographic displays could use haptics or audio feedback to notify users, and devices without
user eye gaze sensors could simply alert the user if someone was looking in their general area. While these
devices are feasible, we still believe that AR headsets are currently the most viable and available solution.

Future Work. In future work, we plan to explore improving system accuracy at or beyond 2 meters to address
SSAs from greater distances. Additionally, we plan to develop user studies to investigate an optimal method for
alerting the device user once an SSA is detected. This work could analyze other visualizations or multimodal (e.g.,
audio or haptics) alerts. Little research effort was given to determining and analyzing the best methods to alert
the device user to an SSA once one is detected. The simple 3D arrow used in our prototype was not the focus of
rigorous analysis or investigation. Our future work will analyze other, possibly less intrusive or overt methods to
alert the user to an SSA.

Additionally, the device user cannot declare that they are aware of and consent to a specific person’s observation
of their sensitive data. Currently, the user must halt ShouldAR temporarily if they wish to prevent false positives
in this scenario. There are potentially more intuitive ways to give a user the ability to label a face as “trusted”
and to ignore potential attacks from this person. Specifically, creating a facial recognition system allows the user
to select certain faces and compare these “trusted” faces to each facial detection. This detection could be ignored
if the faces match (e.g., the face is a “friend” or a “collaborator” on a project with a common display).

8 Conclusion

To address a lack of usable solutions to the SSA problem, we designed, implemented, and evaluated ShouldAR, a
mobile, usable anti-SSA system. This system uses an AR headset and multimodal eye gaze information from both
the headset user and the potential attacker. ShouldAR is usable in a wide variety of scenarios, including when
writing, using an ATM PIN pad, or using a mobile device. This system was shown to be preferable over a widely
used anti-SSA solution, a rear-facing mirror. While AR headsets are not as ubiquitous as mobile phones yet, we
believe that such a solution would be feasible. After improvements in weight and battery life, a solution such as
ShouldAR would be effective at reducing user concern in SSA-vulnerable scenarios.
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